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Academic Community Positions

IEEE Macau 								Member of Executive Board
IEEE / CCF 								Member
CSIAM Blockchain Technical Committee 				Member
Guangdong Province							Entrepreneurship Mentor
CityU & ZWAY Co., Ltd. Co-lab					Laboratory Chief

EDUCATION

[bookmark: OLE_LINK27][bookmark: OLE_LINK28]Ph.D., Computer Science & Technology | Xidian University, Xi’an, Shaanxi, China, 2016 
Concentrations: Attribute-Based Encryption, Cloud Computing Security
Dissertation:  Research on the Key Issues of Policy Mechanism in Attribute-Based Encryption 
Dissertation Advisors: Prof. Jianfeng Ma; Prof. Jiangtao Cui. Xidian University

M.A., Computer Application Technology | University of Chinese Academy of Sciences, Beijing, China, 2008
Concentrations: Fingerprint Recognition, Identity-Based Encryption
Thesis: Fingerprint Identity-Based Email Client Design and Implementation 
Thesis Advisor: Prof. Xin Yang.

B.A, Education Technology | Anhui Normal University, Wuhu, Anhui, China, 2004

[bookmark: OLE_LINK29][bookmark: OLE_LINK30]RESEARCH INTERESTS

1. Blockchain Theory and Application
2. Privacy Computing
3. Cloud/Edge/IoT Cooperate Security

RESEARCH PROJECTS
1. National Natural Science Foundation of China (NSFC) - Science and Technology Development Fund (FDCT) Joint Scientific Research Project Fund (NSFC-FDCT, Grant No. 0004/2025/AFJ), PI, Under Research (2025.10.06 ~ 2028.11.16) 
2. Inspur Cloud Information Technology Co., Ltd. (Horizontal), Web Traffic Threat Detection Rule Generation Technology Research, Participant, Under Research  (2025.01.01 ~ 2025.09.30)
3. National Natural Science Foundation of China (NSFC) - Science and Technology Development Fund (FDCT) Joint Scientific Research Project Fund (NSFC-FDCT, Grant No. 0051/2022/AFJ), Co-PI, Under Research (2023.01.28 ~ 2026.01.28) 
4. Science and Technology Development Fund (FDCT, Grant No. 0038/2022/A) Research on the Privacy Protection Model and Key Technologies of Health Care Data for Smart Medical Care in Macau, PI, Under Research. (2022.09.04 ~ 2024.09.03)
5. [bookmark: OLE_LINK49][bookmark: OLE_LINK50][bookmark: OLE_LINK13][bookmark: OLE_LINK14]Macau Foundation Research Fund (Macau Foundation, Grant No. MF2102) Obstacles, strategies and technology research on cross-border data of people's livelihood in the Greater Bay Area: A case study of cross-border medical and health care data, PI, Completed. (2022.06.30 ~ 2023.06.30)
6. China Graphics Society (CGS) Group Standard Project, Requirements for Joint Modelling and Application Management of Medical Image Data based on Privacy-enhanced Federated Learning, (City University of Macau is the second participating unit), Co-PI, Completed. (2022.05.11 ~ 2023.05.10)
7. National Natural Science Foundation of China General Project (NSFC, Grant No. 62272195), Research on the key issues of building a trust system for privacy protection in the Internet of Vehicles, The First Participant, Under Research. (2023.01.01 ~ 2026.12.30).
8. [bookmark: OLE_LINK11][bookmark: OLE_LINK12]A*STAR RIE2020 Advanced Manufacturing and Engineering (AME) Industry Alignment Fund (WP5: Design of Security Functionality for V2X Networks. Grant No. A19D6a0053), Research Fellow, Completed. (2019.11.01 ~ 2022.10.30)
9. National Research Foundation of Singapore (NRF Systemic Risk and Resilience Planning. Grant No. NRF2018-SR2001005), Research Fellow, Completed. (2018.10.01 ~ 2022.10.30)
10. National Natural Science Foundation of China Key Project (NSFC, Grant No. U1405255), Research on Security Integration Theory and Key Technologies for Heterogeneous IoT, Principal Investigator of Anhui University, Completed. (2015.01.01 ~ 2018.12.31) 
11. Key Project of Anhui Provincial Department of Education (Grant No. KJ2018A0031), Research on Cloud Security Shared Attribute Encryption Method for Electronic Health Records, PI, Completed. (2018.01.01 ~ 2019.12.01)
PUBLICATIONS

1. [bookmark: OLE_LINK19][bookmark: OLE_LINK20]Pan Z, Ying Z*, Jiang X, et al. FedGAD: Real-Time Anomaly Detection and Adaptive Defense with Federated GANs in 6G[J]. IEEE Network, 2025. (JCR Q1, IF 6.3)
2. Pan Z, Ying Z, Wang Y, et al. Robust Watermarking for Federated Diffusion Models with Unlearning-Enhanced Redundancy[J]. IEEE Transactions on Dependable and Secure Computing, 2025.  (CCF A，JCR Q1, IF: 7.3)
3. Pan Z, Ying Z*, Wang Y, et al. Feature-Based Machine Unlearning for Vertical Federated Learning in IoT Networks[J]. IEEE Transactions on Mobile Computing, 2025. (CCF A，JCR Q1, IF: 7.9)
4. Ying Z, Lin Z, Li Z, et al. SCDF: Seeing Clearly Through Dark and Fog, an Adaptive Semantic Segmentation Scheme for Autonomous Vehicle[J]. IEEE Transactions on Intelligent Transportation Systems, 2025. (CCF B，JCR Q1, IF: 9.551)
5. Zhao H, Pan Z, Wang Y, Ying Z, et al. Personalized Label Inference Attack in Federated Transfer Learning via Contrastive Meta Learning[C]//Proceedings of the AAAI Conference on Artificial Intelligence. 2025, 39(21): 22777-22785. (CCF A)
6. Zhao S, Zhang J, Ma X, Jiang Q, Ma Z, Ying Z, et al. FedWiper: Federated Unlearning via Universal Adapter[J]. IEEE Transactions on Information Forensics and Security, 2025. (CCF A)
7. Wang Y, Ying Z, Pan Z, et al. An Efficient Federated Meta Unlearning Algorithm with Enhanced Privacy Protection[C]//IFIP International Conference on Network and Parallel Computing. Singapore: Springer Nature Singapore, 2024: 103-114. (CCF C)
8. Fang Y, Chen X, Abbie Wan, Ying Z*. Preserving Traveller Privacy in Location-based Social Media: A Local Differential Privacy Approach[J]. Information Technology & People. (SSCI, JCR Q1, IF 4.9)
9. Cui K, Feng X, Wang L, Ying Z. Secure Aggregation With Logarithmic Overhead for Federated Learning in VANETs[J]. IEEE Transactions on Consumer Electronics, 2025. (JCR Q1, IF: 4.3)
10. Li M, He J, Ying Z, et al. MemADet: A Representative Memory Bank Approach for Industrial Image Anomaly Detection[C]//2024 IEEE International Conference on Systems, Man, and Cybernetics (SMC). IEEE, 2024: 2261-2266.
11. Z. Pan, Z. Ying, Y. Wang, C. Zhang, C. Li and L. Zhu, "One-Shot Backdoor Removal for Federated Learning," in IEEE Internet of Things Journal, doi: 10.1109/JIOT.2024.3438150. (JCR Q1, IF: 10.238)
12. Ying, Z., Ding, Q., Li, W., Xu, S., Xiong, J. (2024). Towards Scalable and Secure IoTs Transactions: A New Bi-directional Payment Channel Without Third-Party Monitoring. In: Zhu, T., Li, Y. (eds) Information Security and Privacy. ACISP 2024. Lecture Notes in Computer Science, vol 14897. Springer, Singapore. https://doi.org/10.1007/978-981-97-5101-3_7 (CCF C)
13. X. Liu, T. Liu, H. Yang, J. Dong, Z. Ying and Z. Ma, "Model Stealing Detection for IoT Services Based on Multi-Dimensional Features," in IEEE Internet of Things Journal, doi: 10.1109/JIOT.2024.3386670. (JCR Q1, IF: 10.238)
14. Ying, Z., Wang, K., Xiong, J., Ma, M.: A literature review on V2X communications security: Foundation, solutions, status, and future. IET Commun. 1–33 (2024). https://doi.org/10.1049/cmu2.12778
15. Chen S, Wang W, Zhong Y, Ying Z, Tang W and Pan Z. HP-MIA: A novel membership inference attack scheme for high membership prediction precision[J]. Computers & Security, 2024, 136: 103571. (CCF B，JCR Q1, IF: 4.8)
16. S. Li, H. Zhong, L. Wang, J. Cui, J. Han and Z. Ying, "SecuCar: Data Loss Prevention for Cloud assisted VSS based on Public Auditing Technique," in IEEE Transactions on Vehicular Technology, doi: 10.1109/TVT.2023.3281728. (JCR Q1, IF: 6.239)
17. Long Y, Ying Z*, Yan H, et al. Membership reconstruction attack in deep neural networks[J]. Information Sciences, 2023, 634: 27-41. (JCR Q1, IF: 6.795)
18. Y. Wang, Y. Peng, X. Liu, Z. Ying, J. Cui, et al. "aChain: A SQL-empowered Analytical Blockchain as a Database," in IEEE Transactions on Computers, doi: 10.1109/TC.2023.3287036. (CCF Rank A， JCR Q1, IF: 3.183)
19. Ying Z, Zhang G, Pan Z, et al. FedECG: A federated semi-supervised learning framework for electrocardiogram abnormalities prediction[J]. Journal of King Saud University-Computer and Information Sciences, 2023, 35(6): 101568. (JCR Q1, IF: 13.473)
20. Y. Cheng, J. Ma, Z. Liu, L. Wang, Z. Ying and X. Chen, "Efficient Anonymous Authentication and Privacy-Preserving Reliability Evaluation for Mobile Crowdsensing in Vehicular Networks," in IEEE Internet of Things Journal, doi: 10.1109/JIOT.2023.3259961. (JCR Q1, IF: 10.238)
21. Ying Z, Lan W, Deng C, et al. DVIT—A Decentralized Virtual Items Trading Forum with Reputation System[J]. Mathematics, 2023, 11(2): 429. https://doi.org/10.3390/math11020429  (JCR Q1)
22. Z. Ying, H. Yang, C. Chu and S. Xu, "ZRA: A Secure and Radical Auction Scheme for Blockchain with Privacy Preservation," 2022 IEEE 21st International Conference on Ubiquitous Computing and Communications (IUCC/CIT/DSCI/SmartCNS), Chongqing, China, 2022, pp. 167-174, doi: 10.1109/IUCC-CIT-DSCI-SmartCNS57392.2022.00036. (EI)
23. Z. Ying, M. Liu, S. Kong, S. Xu and J. Xiong, "Anonymous Hierarchical Identity-based Encryption EHR Sharing Mechanism Based on SM9," 2022 IEEE 21st International Conference on Ubiquitous Computing and Communications (IUCC/CIT/DSCI/SmartCNS), Chongqing, China, 2022, pp. 17-22, doi: 10.1109/IUCC-CIT-DSCI-SmartCNS57392.2022.00017. (EI)
24. Z. Ying, Y. Zhang, S. Xu, G. Xu and W. Liu, "Anteater: Malware Injection Detection with Program Network Traffic Behavior," 2022 International Conference on Networking and Network Applications (NaNA), Urumqi, China, 2022, pp. 169-175, doi: 10.1109/NaNA56854.2022.00036. (EI)
25. J. Zhang, Y. Wang, Z. Ma, X. Yang, Z. Ying, and J. Ma, "A Location-Aware Verifiable Outsourcing Data Aggregation in Multiblockchains," in IEEE Internet of Things Journal, vol. 10, no. 6, pp. 4783-4798, 15 March 15, 2023, doi: 10.1109/JIOT.2022.3221555. (JCR Q1, IF: 10.238)
26. 應作斌, 方一晨, 張怡文. DP-DFL：動態聚合權重的隱私保護聯邦學習框架[J]. 網絡與信息安全學報, 已錄用. (CCF T2, Classification of High-Quality Scientific Journals in the Field of Computing)
27. Y. Yang, Y. Miao, Z. Ying, J. Ning, X. Meng and K. -K. R. Choo, "Privacy-Preserving Threshold Spatial Keyword Search in Cloud-Assisted IIoT," in IEEE Internet of Things Journal, vol. 9, no. 18, pp. 16990-17001, 15 Sept.15, 2022, doi: 10.1109/JIOT.2021.3138136. (JCR Q1, IF: 10.238, SCI)
28. X. You, X. Liu, N. Jiang, J. Cai and Z. Ying, "Reschedule Gradients: Temporal Non-IID Resilient Federated Learning," in IEEE Internet of Things Journal, 2022, doi: 10.1109/JIOT.2022.3203233. (JCR Q1, IF: 10.238, SCI)
29. Bi R, Zhao M, Ying Z, et al. Achieving dynamic privacy measurement and protection based on reinforcement learning for mobile edge crowdsensing of IoT[J]. Digital Communications and Networks, 2022. (JCR Q1, IF: 6.348, SCI)
30. Z. Ying, S. Cao, X. Liu, Z. Ma, J. Ma and R. H. Deng, "PrivacySignal: Privacy-Preserving Traffic Signal Control for Intelligent Transportation System," in IEEE Transactions on Intelligent Transportation Systems, doi: 10.1109/TITS.2022.3149600. (CCF Rank B, JCR Q1, IF: 9.551, SCI)
31. J. Zhang, T. Li, Z. Ying, J. Ma. "Trust-Based Secure Multi-Cloud Collaboration Framework in Cloud-Fog-Assisted IoT,"[J]. in IEEE Transactions on Cloud Computing, 2022. (JCR Q1, IF: 5.697, SCI)
32. Y. Zhang, Z. Ying and C. L. P. Chen, "Achieving Privacy-Preserving Multi-Task Allocation for Mobile Crowdsensing," in IEEE Internet of Things Journal, doi: 10.1109/JIOT.2022.3153473. (JCR Q1, IF: 10.238, SCI)
33. Zhang Y, Wei X, Cao J, Ning J, Ying Z and Zheng D. Blockchain-Enabled Decentralized Attribute-Based Access Control with Policy Hiding for Smart Healthcare[J]. Journal of King Saud University-Computer and Information Sciences, 2022. (JCR Q1, IF: 13.473, SCI)
34. [bookmark: OLE_LINK44][bookmark: OLE_LINK45]Wang Z, Zhang J, Liu Y, Lu M, Ying Z and Ma J. A certificateless authentication scheme with fuzzy batch verification for federated UAV network[J]. International Journal of Intelligent Systems, 2022. (JCR Q1, IF: 8.993, SCI)
35. Zhang Y, Ying Z, Zhao B, et al. A privacy preserving data aggregation and query for metro passenger flow via mobile crowdsensing[J]. Concurrency and Computation: Practice and Experience, 2022: e6965. (JCR Q3, SCI)
36. Meng X, Yang Y, Li K and Ying Z. A Structure-Aware Adversarial Framework with the Keypoint Biorientation Field for Multiperson Pose Estimation[J]. Wireless Communications and Mobile Computing, 2022, 2022. (CCF Rank C, SCI)
37. Wu B, Wu Q, Ying Z. GAP-MM: 5G-Enabled Real-Time Autonomous Vehicle Platoon Membership Management Based on Blockchain[J]. Security and Communication Networks, 2022, 2022. (CCF Rank C, SCI)
38. Z. Ying, W. Jiang, X. Liu, S. Xu and R. Deng, "Reliable Policy Updating under Efficient Policy Hidden Fine-grained Access Control Framework for Cloud Data Sharing,"[J]. in IEEE Transactions on Services Computing, to be published, doi:10.1109/TSC.2021.3096177. (CCF Rank A, JCR Q1, IF: 11.019, SCI)
39. Z. Ying, M. Ma, Z. Zhao, X. Liu and J. Ma, "A Reputation-based Leader Election Scheme for Opportunistic Autonomous Vehicle Platoon,"[J]. in IEEE Transactions on Vehicular Technology, to be published, doi: 10.1109/TVT.2021.3106297. (JCR Q1, IF: 6.239, SCI)
40. [bookmark: OLE_LINK46][bookmark: OLE_LINK47]X. Liu, L. Xie, Y. Wang, J. Zou, J. Xiong, Z. Ying, A.V. Vasilakos, "Privacy and Security Issues in Deep Learning: A Survey," in IEEE Access, vol. 9, pp. 4566-4593, 2021, doi: 10.1109/ACCESS.2020.3045078. (JCR Q2, SCI)
41. [bookmark: OLE_LINK48]Zhao Z, Ying Z, Cai Z, et al. Combinatorial Spectrum E-Auction for 5G Heterogeneous Networks: A Zether-Based Approach[J]. Security and Communication Networks, 2021, 2021. (CCF Rank C, SCI)
42. Shen S, Yang Y, Ying Z, et al. Towards Efficient Fine-Grained Access Control and Data Privacy Protection for Smart Home[C]. International Conference on Mobile Multimedia Communications. Springer, Cham, 2021: 501-515. (EI Conference)
43. Y. Li, G. Hu, X. Liu and Z. Ying, "Cross the Chasm: Scalable Privacy-Preserving Federated Learning against Poisoning Attack," 2021 18th International Conference on Privacy, Security and Trust (PST), 2021, pp. 1-5, doi: 10.1109/PST52912.2021.9647750. (EI Conference)
44. Cui J, Ouyang F, Ying Z, et al. Secure and Efficient Data Sharing Among Vehicles Based on Consortium Blockchain[J]. IEEE Transactions on Intelligent Transportation Systems, 2021. ( CCF Rank B, JCR Q1, IF: 9.551, SCI)
45. Ma J, Li T, Cui J, Ying Z, et al. Attribute-Based Secure Announcement Sharing among Vehicles Using Blockchain[J]. IEEE Internet of Things Journal, 2021. (JCR Q1, IF: 10.238, SCI)
46. Ying Z, Cao S, Xu S, et al. Privacy-Preserving Optimal Insulin Dosing Decision[C]. ICASSP 2021-2021 IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP). IEEE, 2021: 2640-2644. (CCF Rank B, EI Conference)
47. [bookmark: OLE_LINK55][bookmark: OLE_LINK56]Ying Z, Si Y, Ma J, et al. P2HBT: Partially Policy Hidden E-Healthcare System with Black-Box Traceability[J]. Chinese Journal of Electronics, 30(2): 219-231. (CCF T1, Classification of High-Quality Scientific Journals in the Field of Computing, SCI)
48. 應作斌, 斯元平, 馬建峰, 劉西蒙. 基於區塊鏈的分布式EHR細粒度可追溯方案[J]. 通信學報, 2021, 42(05): 205-215. (CCF T1, Classification of High-Quality Scientific Journals in the Field of Computing, EI)
49. [bookmark: OLE_LINK25][bookmark: OLE_LINK26]Ying Z, Si Y, Ma J, et al. FHPT: Fine-Grained EHR Sharing in E-Healthcare Cloud with Hidden Policy and Traceability[C]. GLOBECOM 2020-2020 IEEE Global Communications Conference. IEEE, 2020: 1-6. (CCF Rank C, EI Conference)
50. Ying Z, Cao S, Xu S, et al. Privacy-preserving Intelligent Traffic Light Control[C]. GLOBECOM 2020-2020 IEEE Global Communications Conference. IEEE, 2020: 1-6. (CCF Rank C, EI Conference)
51. Ying Z, Zhang Y, Liu X. Privacy-Preserving in Defending against Membership Inference Attacks[C]. Proceedings of the 2020 Workshop on Privacy-Preserving Machine Learning in Practice. ACM CCS 2020 Workshop PPMLP. 2020: 61-63. (ACM CCS Workshop, EI Conference)
52. 趙子軍, 應作斌*, 楊釗, 劉西蒙, 馬建峰. 結合區塊鏈和車輛社交網絡的車隊成員推薦[J]. 西安電子科技大學學報，2020,47(05):122-129. (EI)
53. Ying Z, Yi L, Ma M. BEHT: Blockchain-Based Efficient Highway Toll Paradigm for Opportunistic Autonomous Vehicle Platoon[J]. Wireless Communications and Mobile Computing, 2020, 2020. (CCF Rank C, SCI)
54. Ying Z, Zhang Y, Cao S, et al. OIDPR: Optimized insulin dosage via privacy‐preserving reinforcement learning[J]. Transactions on Emerging Telecommunications Technologies, 2020: e3953. (JCR Q2, SCI)
55. Ying Z, Zhang Y, Cao S, et al. OIDPR: Optimized Insulin Dosage based on Privacy-Preserving Reinforcement Learning[C]. 2020 IFIP Networking Conference (Networking). IEEE, 2020: 655-657. (CCF Rank C, EI Conference)
56. Ying Z, Jiang W, Liu X, et al. Implementing Security-Enhanced PHR System in the Cloud Using FAME[C]. 2019 IEEE Global Communications Conference (GLOBECOM). IEEE, 2019: 1-6. (CCF Rank C, EI Conference)
57. Ying Z, Cao S, Zhou P, et al. Lightweight Outsourced Privacy-Preserving Heart Failure Prediction Based on GRU[C]. International Conference on Algorithms and Architectures for Parallel Processing (ICA3PP). Springer, Cham, 2019: 521-536. (CCF Rank C, EI Conference)
58. Ying Z, Jiang W, Liu X, et al. Privacy-Preserving Fine-Grained Outsourcing PHR with Efficient Policy Updating[C]. International Conference on Algorithms and Architectures for Parallel Processing (ICA3PP). Springer, Cham, 2019: 512-520. (CCF Rank C, EI Conference)
59. Ying Z, Ma M, Yi L. BAVPM: Practical Autonomous Vehicle Platoon Management Supported by Blockchain Technique[C]. 2019 4th International Conference on Intelligent Transportation Engineering (ICITE). IEEE, 2019: 256-260. (EI Conference)
60. Cui J, Zhang X, Zhong H, Ying Z, et al. RSMA: Reputation System-based Lightweight Message Authentication Framework and Protocol for 5G-enabled Vehicular Networks[J]. IEEE Internet of Things Journal, 2019. (JCR Q1, IF: 10.238, SCI)
61. [bookmark: OLE_LINK38][bookmark: OLE_LINK39]Ying Z, Wei L, Li Q, et al. A Lightweight Policy Preserving EHR Sharing Scheme in the Cloud[J]. IEEE Access, 2018, 6: 53698-53708. (JCR Q2, SCI)
62. Ying Z, Jang W, Cao S, et al. A Lightweight Cloud Sharing PHR System With Access Policy Updating[J]. IEEE Access, 2018, 6: 64611-64621. (JCR Q2, SCI)
63. Li Q, Zhu H, Ying Z, et al. Traceable Ciphertext-Policy Attribute-Based Encryption with Verifiable Outsourced Decryption in eHealth Cloud[J]. Wireless Communications and Mobile Computing, 2018, 2018. (CCF Rank C, SCI)
64. Chen Z, Bao X, Ying Z*, et al. Differentially Private Location Protection with Continuous Time Stamps for VANETs[C]. International Conference on Algorithms and Architectures for Parallel Processing (ICA3PP). Springer, Cham, 2018: 204-219. (CCF Rank C, EI Conference)
65. 應作斌, 馬建峰, 崔江濤. 支持動態策略更新的半策略隱藏屬性加密方案[J]. 通信學報，2017, 36(12): 1-221. (CCF T1, Classification of High-Quality Scientific Journals in the Field of Computing, EI)
66. 應作斌, 馬建峰, 崔江濤. 支持位置驗證和策略變更的屬性加密方案[J]. 西安電子科技大學學報，2017, 2: 63-68. (EI)
67. Ying Z, Li H, Ma J, et al. Adaptively secure ciphertext-policy attribute-based encryption with dynamic policy updating [J]. Science China Information Sciences, 2016, 59(4): 042701. (CCF Rank A, CCF T1, Classification of High-Quality Scientific Journals in the Field of Computing, JCR Q1,  IF: 4.38)
68. Yanguo P, Jiangtao C, Changgen P, Zuobin Ying, et al. Certificateless public key encryption with keyword search[J]. China Communications, 2014, 11(11): 100-113. (CCF T1, Classification of High-Quality Scientific Journals in the Field of Computing, SCI)

PATENTS

1. Ying Zuobin, Jiang Wenjie, Zhong Hong. A ciphertext encryption method, system and storage medium with policy hiding function. (Authorized. No. CN108989339A.)
2. Ying Zuobin, Jiang Wenjie, Zhong Hong. An adaptive policy updating fast attribute encryption method based on policy hiding. (Authorized.  No.CN110784316B.)
3. Zhao Zijun, Ying Zuobin, Cao Shuanglong, Ma Jianfeng. An encryption processing method and equipment for automatic driving data under 5G communication. (Substantive review stage. No. 2020109354098.)
4. Ying Zuobin, Yi Longyang, Yang Zhao. A block chain-based fleet ETC payment information processing system and method. (Substantive review stage. No. 2019110076476.)

RESEARCH EXPERIENCE

Research Fellow | Nanyang Technological University (NTU), 2019.02 ~ 2021.06

WORKING EXPERIENCE

Associate Prof | City University of Macau, 2023.08 ~ Now
Courses: The Data Logic of Smart City Development, Big Data Processing and Application, Cryptography, etc.

Assistant Prof | City University of Macau, 2021.08 ~ 2023.08
Courses: Information Security, Hadoop Big Data Processing and Application Foundation, Business Information Security, etc.

Lecturer | Anhui University, 2016.12 ~ 2019.02
Courses: Computer Networks, Senior Computer Networks, Network Engineering, Information Security, Modern Cryptography, etc.

Lecturer | Anhui Xinhua University, 2009.06 ~ 2012.06
Courses: Network Principle, Routing and Switching Technology, Structured Cabling System, Information Security, etc.

Assistant Engineer | Digiark Technology Co., Ltd 2004.09 ~ 2009.05
Responsibility: Computer Management, Network Security.

ENGINEERING PROJECTS

1. Anhui network engineering training base for innovative talents (Anhui Province, Department of Education), 2011.3-2012.3. I’m the PI of the H3C network engineering training base.

2. Telemetry and remote control systems marker T4 project in Guangdong province, Guangdong province telemetry and remote control system integration of intelligent navigation beacon light project, telemetry and remote control system of aids to navigation information exchange platform project in Guangdong province, Dongguan city, office automation system and telemetry and remote control system platform development project, aids to navigation 2008.3-2009.3, project development, testing, customer feedback information statistics, project acceptance.

3. Knowledge-based fingerprint image enhancement method (10th China patent excellence award 2008) 2007.3-2008.3. Finger mail server and system development.

AWARDS AND HONORS

1. [bookmark: OLE_LINK3][bookmark: OLE_LINK4]City University of Macau, Outstanding Research Recognition, 2021/2022
2. Guangdong Province Entrepreneurship Mentor, 2022
3. Online/Offline Teaching Experience Competition, City University of Macau, First Prize, 2021
4. Annual Advanced Individual, 2017, 2011, 2010
5. Lecture Competition for Young Teachers (Science and Engineering Group): First Prize, 2010
6. Guide a number of college students’ scientific research competition projects, such as:
· 2021 ~ 2022/ 2022 ~ 2023 Huawei ICT Competition Macao SAR, 3rd Prize. 
· Innovative training program for college students: a medical diagnostic data interactive platform based on blockchain technology, (201910357467), Excellent Finalization.
· Innovation and Entrepreneurship Project for College Students: Design of dynamic treatment strategies for privacy protection based on homomorphic encryption, Finalized; bilinear operation based on FPGA cryptographic algorithm, Finalized.
· Network Offense and Defense (undergraduate) Category of the 2018 National University Student Information Security Competition in Anhui Province, 3rd Prize
· 2018 "Huawei Cup" Network and Distributed System Innovation Design Competition, Excellence Award
· 2018 "Aershan" National College Student Blockchain Competition Anhui Division, Excellence Award
· 2017-2018 National University "Xipu Cup" Information Security Triathlon Competition, 2nd Prize
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